MAGNET S2 INTELLIGENCE REPORT

SUBJECT: Nationwide / Global Cyberattack Targeting Canvas LMS Educational Platform
PURPOSE: Inform MAGNET operators and affiliated groups regarding a large-scale
cyberattack impacting the Canvas LMS educational platform and associated operational,
privacy, and phishing risks.

DTG: 260507-2355Z

GEOGRAPHIC FOCUS: United States / Global

PRECEDENCE: RR

SOURCES

Reuters

Associated Press (AP News)

The Verge

Instructure Status Page

Rutgers University IT Security Notice
University of Virginia Incident Notice
WRAL North Carolina Reporting
TechRadar

BleepingComputer

ABC Philadelphia

SUMMARY

A significant cyberattack and data breach impacting the Canvas LMS platform by Instructure
was confirmed during the first week of May 2026. Multiple credible media outlets, universities,
and Instructure status updates indicate that the threat actor group “ShinyHunters”
compromised systems associated with Canvas, affecting thousands of educational institutions
globally and potentially hundreds of millions of users. The incident disrupted educational
operations during final examination periods and elevated phishing, impersonation, and social
engineering risks against students, faculty, and staff. Current reporting indicates no confirmed
exposure of passwords, financial information, government identification numbers, or dates of
birth.

BACKGROUND

Canvas is one of the most widely used Learning Management Systems (LMS) in higher
education and K-12 environments throughout the United States and internationally. The
platform supports coursework management, assignment submission, testing/examinations,
grade tracking, instructor/student communications, and integrated third-party educational
tools. Reporting indicates Canvas serves approximately 8,000-9,000 educational institutions



globally.

On or about 30 April 2026, Instructure began reporting security-related disruptions involving
API keys and associated services. Subsequent investigations confirmed an active
cybersecurity incident. Threat actor group “ShinyHunters,” previously associated with multiple
high-profile global breaches, publicly claimed responsibility for the attack and threatened
release of stolen data if extortion demands were not met.

SITUATION

Multiple independent news organizations and institutional alerts confirmed widespread
impacts affecting universities, colleges, and K-12 systems across the United States and
internationally. The Associated Press reported the attack disrupted nearly 9,000 schools
globally during finals season and included ransom threats associated with stolen educational
data. Reuters reported students at multiple universities, including Harvard, Duke, UCLA, and
the University of Nebraska, experienced inability to access Canvas services while malicious
messages attributed to ShinyHunters appeared on login systems.

Instructure status updates confirmed:

» Systems were placed into maintenance mode

* API keys were reissued

* Security investigations remained ongoing

» Some services remained degraded for multiple days following discovery of the incident

State and university notifications from Rutgers, the University of Virginia, and North Carolina
educational authorities confirmed institutional exposure or investigation into potential data
compromise. Threat actor claims circulating online alleged compromise of approximately 275
million records/users, billions of private educational communications, and thousands of
institutions worldwide. These figures remain unverified threat actor claims.

Available reporting indicates exposed information may include:
* Names

* Email addresses

* Student ID numbers

* Course enrollments

* Internal/private messaging content

Current reporting indicates no confirmed compromise of:
» Passwords

* Financial information

» Government identification numbers

* Dates of birth



COMMENTS / ASSESSMENT

Assessment Confidence: Moderate to High

This incident appears to represent one of the largest educational-sector cyber incidents in
recent years based on the scale of affected institutions, operational disruption, potential
exposure of communications data, and timing during academic finals periods. The operational
impact is significant because Canvas functions as critical infrastructure for modern
educational operations. Even temporary outages materially disrupt testing, assignment
submissions, instructor communications, and academic continuity.

The likely highest-risk secondary effect is large-scale phishing activity leveraging
compromised educational metadata and message histories. Exposure of internal messaging
may allow adversaries to craft highly convincing impersonation campaigns targeting students,
faculty, parents, financial aid departments, and IT help desks. The incident also demonstrates
continued targeting of centralized cloud educational infrastructure by organized cybercriminal
groups.

At present, no credible reporting indicates destructive ransomware deployment inside
individual school networks directly attributable to this incident. Most reporting centers on:
* Data theft

* Extortion

* Service disruption

* Credential/token compromise

The threat environment remains active and evolving as institutions continue forensic
investigations and assess notification requirements.

MITIGATION RECOMMENDATIONS

Educational institutions and affected users should consider immediate implementation of the
following measures:

*» Force password resets for institutional accounts where feasible
* Revoke and rotate:

* APl keys

* OAuth tokens

* Third-party integrations

* Administrative credentials

* Increase monitoring for:

* Phishing emails
* MFA fatigue attacks
* Credential harvesting attempts



* Help-desk impersonation activity
» Warn students and staff against opening unsolicited emails referencing:

* Canvas

* Grades

* Finals

* Account verification

* Emergency password resets

* Validate all Canvas-related communications through official institutional channels
* Review logs for anomalous:

* Account access

* Privilege escalation
» Data exports

* API activity

* Prepare contingency plans for:

* LMS outages
* Alternate assignment submission methods
* Emergency communications

» Coordinate with:

» State cybersecurity fusion centers
*« MS-ISAC

* Federal cyber reporting authorities
 Institutional legal/privacy offices

MAGNET GUIDANCE / MESSAGE

MAGNET operators supporting educational institutions or emergency communications groups
should anticipate increased requests for continuity communications, alternate digital
coordination methods, cybersecurity information sharing, and emergency educational support
operations. Operators should monitor for misinformation and avoid retransmitting unverified
breach claims or leaked data references over amateur radio or emergency digital messaging
systems. Sensitive breach-related information should not be transmitted in plaintext over RF
systems.

MAGNET CONTACT INFORMATION

MAGNET S2 / Intel Coordination
Maintain OPSEC. Validate all reporting through trusted institutional or governmental sources
prior to retransmission.



SOURCE LIST

Reuters reporting on Canvas breach
https://www.reuters.com/

Associated Press reporting on cyberattack
https://apnews.com/

The Verge coverage of ShinyHunters claims
https://www.theverge.com/

Instructure official status page
https://status.instructure.com/

Rutgers IT security notice
https://it.rutgers.edu/

University of Virginia incident notice
https://virginia.service-now.com/its/

WRAL North Carolina education breach reporting
https://www.wral.com/

TechRadar reporting on breach scope
https://www.techradar.com/

BleepingComputer technical reporting
https://www.bleepingcomputer.com/

ABC Philadelphia reporting on nationwide impacts
https://6abc.com/
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