UNCLASSIFIED // OSINT — MAGNET S2 OSINT TEAM

MAGNET S2

INTELLIGENCE REPORT

DTG: 260831-2200Z | Geographic Focus: CONUS / Western Critical Infrastructure
www.magnethf.com

REPORT IDENTIFICATION

EO 14420 — Foreign State-Linked Threats to U.S. Bulk-Power System Equipment

Provide intelligence assessment of foreign state-linked cyber and supply-chain activity underlying EO

14420's bulk-power national emergency declaration.

260831-2200Z

Reporting Period FEB 2023 — AUG 2026

Geographic Focus United States (CONUS); Western critical infrastructure (Poland/NATO-adjacent, secondary)
Precedence RR - ROUTINE

MagCon Status 3 — ELEVATED (NO CHANGE)

Sources Multiple source reporting from Local, National, and International platforms. See source list at the
bottom of this report.

SUMMARY (BLUF)

Executive Order 14420 (signed 26 AUG 2026) declared a national emergency over foreign-produced bulk-power
system equipment; the order bars no specific product or vendor today, with binding DOE implementing rules due by 24
DEC 2026 under a 120-day statutory clock.

Open-source reporting spanning FEB 2023—-AUG 2026 substantiates the general threat category the EO addresses: a
Chinese state-linked actor (Volt Typhoon) is assessed with high confidence by EPA/APNSA to be pre-positioning inside
U.S. utility OT networks for potential future disruption, and undocumented communication hardware was found in some
Chinese-made inverters/batteries in 2025.

A subsequent DOE National Laboratories review of approximately 30 inverters found no definitive evidence of malicious
wireless functionality — only two documentation discrepancies, both assessed non-malicious — which materially
tempers the inverter-hardware threat narrative as currently substantiated in open sources.

Separately, a Russian GRU-linked actor (Sandworm/APT44) has been attributed, with the reporting organization's own
stated high confidence, to a multi-year campaign against Western energy-sector network-edge devices, and with
medium confidence to a December 2025 wiper incident against Poland's energy sector — though Polish authorities
themselves attributed that incident to a different actor.

No open-source reporting reviewed for this report documents a confirmed compromise of U.S. bulk-transmission grid
control systems by any foreign actor; all cases to date involve utility-level OT access, hardware discovery, or non-U.S.
targets.

BACKGROUND

EO 14420 invokes the International Emergency Economic Powers Act (IEEPA) and the National Emergencies Act
(NEA), superseding and expanding the scope of EO 13920 (May 2020). It applies to bulk-power system electric
equipment operating at 69 kV and above, including transformers, generators, turbines, inverters, battery energy storage
systems (BESS), circuit breakers, industrial control systems, and associated software/firmware.

“Covered Foreign Entity” status follows existing ITAR arms-embargo and sanctions-list definitions, covering 24
countries; China is explicitly named. Industry sources cite China as holding an 80%+ global production share in certain
grid-equipment categories.

DOE must publish implementing regulations within 120 days of signature (by 24 DEC 2026) and must recommend
Federal Acquisition Regulation revisions within 180 days, with the FAR Council then given a further 90 days to act. Until
rules are published, the EO applies to covered transactions on a case-by-case, DOE-determination basis; it does not
itself name a barred vendor or product.

SITUATION

CLASSIFICATION: UNCLASSIFIED // OSINT | PREPARED BY: MAGNET S2 OSINT TEAM | DTG: 260831-2200Z | www.magnethf.com



UNCLASSIFIED // OSINT — MAGNET S2 OSINT TEAM

EO 14420 — Provisions & Implementation Timeline
DATE / MILESTONE DETAIL
26 AUG 2026 EO 14420 signed; takes effect immediately for transactions initiated after this date (Src. 1, 3).

DOE authorized to impose conditions (isolation, monitoring, disconnection, forced replacement) on

e already-installed foreign equipment (Src. 4, 6).

~24 DEC 2026 (T+120 DOE implementing regulations due — first point at which specific vendors/products may be named
[{EVE)) (Src. 4, 5).

~T+180 days DOE recommendation to FAR Council on federal procurement rule changes due (Src. 5).

IR ECEVCREE L IGEVEI FAR Council period to act on procurement rule recommendations (Src. 5).

China — Volt Typhoon (Utility-Level OT Access)

+ Confirmed, narrowly: Dragos documented Volt Typhoon activity inside Littleton Electric Light and Water
Department's (Massachusetts) OT network from February through November 2023 — utility-level IT/OT access to
a single small municipal utility, not demonstrated bulk-transmission-grid access. LELWD does not operate the
wider grid. (Src. 7)

+ Documented / Assessed, high confidence (EPA/APNSA, Mar 2024): federal departments and agencies assess
with high confidence that Volt Typhoon is pre-positioning on IT/OT networks for disruptive or destructive action in
the event of geopolitical tensions or conflict. This is a stated government confidence level on intent, distinct from
the confirmed access itself. (Src. 2)

China — Inverter / Battery Hardware

+ Confirmed, narrowly: Reuters (May 2025) reported undocumented communication devices, including cellular
radios, found during teardown of some Chinese-made inverters and batteries — the discovery itself, not
demonstrated malicious use. (Src. 8)

+ Documented, updates the record: DOE's National Laboratories subsequently inspected approximately 30
inverters and reported “no definitive evidence” of malicious wireless functionality; two cases of undocumented
communications were found and assessed “non-malicious” and “non-intentional.” (Src. 9)

Russia — Sandworm / APT44

+ Attributed, high confidence — by the source itself (Amazon Threat Intelligence, published Dec 2025): a 2021—-
2025 campaign targeting misconfigured network-edge devices (VPNs, routers, collaboration platforms) at Western
energy-sector and critical-infrastructure organizations, with sustained focus on the energy-sector supply chain. No
U.S. bulk-power operator was named specifically in this reporting. (Src. 10)

+ Attributed, medium confidence (ESET): a Dec 29-30, 2025 wiper attack (“DynoWiper”) against an energy
company in Poland — two CHP plants and a renewable-generation management system — attributed to
Sandworm/GRU. The wiper was blocked by EDR before executing; ESET states no successful disruption occurred.
(Src. 11)

+ Intelligence gap / attribution dispute: CERT Polska's own investigation attributed the same incident to a different
actor (“Berserk Bear,” linked to Russia's FSB) rather than GRU-linked Sandworm — the two agencies' attributions
do not agree. (Src. 12)

COMMENTS / ASSESSMENT

We assess with high confidence that EO 14420 formalizes a multi-year, previously documented U.S. policy concern
about foreign-sourced bulk-power equipment rather than responding to a single new incident; the underlying open-
source record (Volt Typhoon, inverter hardware, Sandworm) predates the order by one to three years.

We assess with moderate confidence that near-term operational impact will be driven primarily by DOE's rulemaking
and compliance timeline rather than by adversary behavior — no open-source reporting reviewed here shows a foreign
actor moving from documented access/discovery to attempted bulk-power disruption.

We assess with moderate confidence that the inverter/battery hardware narrative, as it stands in open sources, is
weaker than earlier reporting suggested: DOE's own National Laboratories review did not substantiate malicious intent
behind the undocumented communications found in 2025.

We assess with low confidence, and flag as an open question, whether the Russian edge-device campaign has
reached U.S. bulk-power operators specifically, as opposed to the broader Western energy sector and critical-
infrastructure targets described in the source reporting.

Probability Assessment

CE
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DOE issues implementing rules Likely Moderate Statutory deadline; consistent law-firm reporting on
substantially on schedule (by 24 Dec process (Src. 3, 4)

2026)

A Covered Foreign Entity equipment Unlikely Moderate No confirmed case has progressed from

finding results in confirmed bulk- access/discovery to disruption to date
transmission-grid disruption within 12

months

Additional undocumented-hardware Roughly even DOE review methodology and scope not fully
findings emerge in non-Chinese-origin chance public

equipment as scrutiny increases

Russian edge-device campaign (Amazon-  Roughly even Targeting described as North America/Europe

documented) is confirmed to have chance broadly; no _U.S.—utility—specific case named in open
reached U.S. bulk-power operators sources reviewed
specifically

INTELLIGENCE GAPS

» DOE has not yet published a list of “Covered Foreign Entities” beyond the explicit naming of China; scope of the
other 23 ITAR/sanctions-listed countries as applied to this EO is undefined.

* No public accounting of how many inverters/batteries beyond DOE's ~30-unit sample have been inspected, or what
inspection standard is being applied going forward.

» No open-source reporting confirms whether any Volt Typhoon-linked utility intrusion, beyond LELWD, has been
publicly attributed to a named organization with a stated confidence level.

+ CERT Polska's full technical report on the December 2025 incident has not been independently reviewed by this
cell; the ESET/CERT Polska attribution discrepancy is noted but unresolved.

MITRE ATT&CK FOR ICS — TECHNIQUE MAPPING

Risk-category mapping based on the reporting above; this reflects the threat categories described in open sources, not evidence of a
specific observed intrusion against U.S. bulk-power infrastructure.

ID TECHNIQUE ICS TACTIC RELEVANCE TO REPORTING

T0862 Supply Chain Initial Access Core vector EO 14420 targets — foreign-sourced inverters, BESS,
Compromise and transformer/control equipment with embedded firmware/software.
T0884 Connection Proxy Command and Undocumented communication modules (Src. 8) as a possible covert
Control channel — DOE's own follow-on review (Src. 9) found no definitive
malicious use to date.
T0866 Exploitation of Lateral Movement Misconfigured network-edge devices (VPNs, routers) as the primary
Remote Services access vector in the Amazon-documented Sandworm campaign (Src.
10).
Modify Parameter Impairment / Malicious firmware/parameter modification of protective-relay or
Impact inverter setpoints — the physical-disruption scenario cited in EO

14420's findings.

T0879 / Damage to Property /  Impact The unrealized end-state in the Poland incident (Src. 11) — wiper
T0828 Loss of Availability deployment blocked by EDR before execution; no confirmed
disruption.

MITIGATION RECOMMENDATIONS

« Utilities/co-ops: inventory Chinese-origin inverters, BESS, and transformers now, ahead of DOE's ~24 DEC 2026
implementing-rule deadline, to avoid compressed compliance timelines.

+ Verify communication protocols on installed inverters/BESS per DOE National Laboratories guidance; disable
unused wireless/cellular features where not operationally required.

» Segment OT networks from IT/edge infrastructure; apply Amazon's published indicators for misconfigured edge-
device abuse (exposed management interfaces, VPN/router hardening, credential-replay monitoring).

» Track DOE's forthcoming “Covered Foreign Entity” designation list and pre-qualified-vendor process as the
actionable trigger for procurement decisions.

» Maintain routine OT/ICS monitoring independent of this EO — current reporting does not indicate a change in
adversary operational tempo against U.S. bulk-power targets specifically.
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MAGNET GUIDANCE

* No change to current EmComm posture is indicated by this reporting; MagCon Status remains 3 — ELEVATED (NO
CHANGE).

+ Stations supporting or monitoring utility, cooperative, or municipal power infrastructure should track DOE
rulemaking (through ~24 DEC 2026) as a standing S2 collection priority.

» Continue routine CISA/ICS-CERT advisory monitoring under the PRIMARY tier of your station's PACE
communications plan; no indicators in this reporting support escalation to ALTERNATE, CONTINGENCY, or
EMERGENCY tiers.

+ Report any observed anomalies in locally known grid-equipment procurement, replacement, or DOE compliance
activity through established MAGNET S2 channels for follow-on correlation.

SOURCE LIST

[11 A1 The White House — Executive Order 14420 (full text) — Official EO text, "Declaring a National Emergency to Secure the
United States Bulk-Power System," signed Aug 26, 2026. www.whitehouse.gov/presidential-actions/2026/08/declaring-a-national-
emergency-to-secure-the-united-states-bulk-power-system/

[2] A1 EPA / APNSA — Joint Letter to Governors — Official March 18, 2024 federal letter; contains the citable high-confidence
Volt Typhoon pre-positioning assessment. www.epa.gov/system/files/documents/2024-03/epa-apnsa-letter-to-
governors_03182024.pdf

[3] B2 Steptoe LLP — EO 14420 Legal Analysis — Law-firm client alert detailing EO provisions, pre-qualification and mitigation
process. www.steptoe.com/en/news-publications/executive-order-14420-national-emergency-declaration-imposes-new-restrictions-
on-foreign-bulk-power-system-equipment.html

[4] B2 McGuireWoods — Client Alert on EO 14420 — Confirms DOE implementing-rule deadline (Dec 24, 2026) and equipment
scope including inverters/BESS/UPS. www.mcguirewoods.com/client-resources/alerts/2026/8/executive-order-expands-scrutiny-of-
foreign-produced-bulk-power-equipment-what-energy-companies-should-know/

[5] C3 mgrid.org — "Trump's Grid Equipment Order" — Trade-press summary; sources the 69kV threshold, 24-country
ITAR/sanctions list, and China's 80%+ production share. mgrid.org/2026/08/26/trumps-grid-equipment-order-names-inverters-
batteries-and-transformers-but-bans-nothing-yet/

[6] C3 TechTimes — DOE Authority Over Installed Equipment — Reporting on DOE's retroactive authority over already-installed
foreign equipment under EO 14420. www.techtimes.com/articles/325978/20260831/trump-order-gives-doe-power-over-grid-
equipment-already-inside-us-substations.htm

[7] B2 SecurityWeek — Dragos Case Study, Littleton Electric Light & Water — Reporting on Dragos's published case study of
the Volt Typhoon intrusion into LELWD, Feb—Nov 2023. www.securityweek.com/chinas-volt-typhoon-hackers-dwelled-in-us-electric-
grid-for-300-days/

[8] A1 Reuters — "Ghost in the Machine": Rogue Devices in Chinese Inverters — Original May 14, 2025 reporting on
undocumented communication devices found in Chinese-made inverters and batteries. www.reuters.com/sustainability/climate-
energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/

[9] A1 pv magazine — DOE Finds "No Definitive Evidence" of Hidden Devices — Jan 28, 2026 reporting on DOE National
Laboratories' inspection of ~30 inverters; two anomalies found, both deemed non-malicious. www.pv-magazine.com/2026/01/28/u-s-
authorities-find-no-definitive-evidence-of-hidden-devices-in-chinese-solar-inverters/

[10] B2 AWS Security Blog — Amazon Threat Intelligence, Sandworm Campaign — Amazon's own report and stated high-
confidence GRU/Sandworm attribution for the 2021-2025 edge-device campaign. aws.amazon.com/blogs/security/amazon-threat-
intelligence-identifies-russian-cyber-threat-group-targeting-western-critical-infrastructure

[11] B2 ESET / WeLiveSecurity — DynoWiper Attribution, Poland — ESET's medium-confidence attribution of the Dec 29-30,
2025 Poland energy-sector wiper attack to Sandworm. www.welivesecurity.com/en/eset-research/eset-research-sandworm-
cyberattack-poland-power-grid-late-2025/

[12] C3 The Hacker News — CERT Polska Attribution Divergence — Reporting that CERT Polska attributed the Dec 2025
incident to a different actor ("Berserk Bear"/FSB) than ESET's Sandworm/GRU call. thehackernews.com/2026/01/poland-attributes-
december-cyber.html

Submit reports through established MAGNET situational awareness channels. To Learn More About MAGNET, Visit
www.MAGNETHF.COM
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