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MAGCON STATUS

MAGCON holds at Level 3 — ELEVATED per standing direction. Since the
260830-1800Z baseline, the Strait of Hormuz saw significant kinetic
escalation: U.S. forces resumed airstrikes on Iranian targets near the strait
on 1 Sep, and Iran struck 13 commercial vessels in August, most recently
the tanker MT Sidr on 1 Sep, killing two seafarers. Iran separately stated on
7 Sep that an Oman-brokered agreement on a temporary safe shipping
corridor is “days away,” though not yet finalized. Status: STRAIT OF
HORMUZ REMAINS STABLE — PAUSED, NOT RESOLVED.

Israel-Lebanon worsened this cycle: Israeli forces announced control of the
Ali al-Taher Ridge and then widened strikes outside the declared security

MAGCON zone into the western Bekaa for the first time since June, with daily
LEVEL 3 casualties reported 4—6 Sep. CISA added 10 new KEV entries across three
batches (31 Aug, 2 Sep, 4 Sep), including a maximum-severity (CVSS 10.0)
ELEVATED SonicWall SMA1000 SSRF chainable to remote code execution and a

Kestra OSS command-injection flaw under active exploitation for reverse
shells and cryptomining. A new MAGNET S2 standalone report (260831-
2200Z), assessing foreign state-linked threats to U.S. bulk-power
equipment under EO 14420, is incorporated this cycle. The A/l Collective
SDGT designation reported last cycle has concluded: the collective
announced a full, permanent shutdown of its services on 6 Sep, 11 days
after designation. Congress passed a continuing resolution funding the
federal government through 11 Dec, averting a shutdown ahead of the
midterms. Delaney Hall, Section 702/FISA, and America 250 show no
material change this cycle.

TREND VS LAST WEEK: STABLE — HORMUZ PAUSED NOT RESOLVED (KINETIC ESCALATION) /
LEBANON WORSENING / A/l COLLECTIVE RESOLVED (SHUTDOWN) / CISA KEV WORSENING /
GOVT SHUTDOWN RISK IMPROVED / NO CHANGE (DELANEY HALL, SECTION 702, AMERICA 250)

PRIMARY RISK DRIVERS

e PAUSED, NOT RESOLVED — Strait of Hormuz/lran: U.S. forces resumed airstrikes on Iranian
targets near the strait 1 Sep; Iran struck 13 commercial vessels in August, most recently the
tanker MT Sidr (1 Sep), killing two seafarers. Iran states an Oman-brokered temporary safe-
corridor deal is “days away” (7 Sep) but not yet signed.

e WORSENING — Israel-Lebanon: IDF announced control of the Ali al-Taher Ridge, then
widened strikes into the western Bekaa for the first time since June; daily casualties reported 4—6
Sep despite the nominal Rome-track ceasefire.



RESOLVED — A/l Collective SDGT Designation: Follow-on to 260828-0400Z — A/I's banking
access was suspended 1 Sep, its Noblogs platform was compromised/defaced, and the collective
announced a full, permanent shutdown of all services on 6 Sep, 11 days after the SDGT
designation.

WORSENING — CISA KEV: Three batches (31 Aug, 2 Sep, 4 Sep) added 10 CVEs, including a
maximum-severity (CVSS 10.0) SonicWall SMA1000 SSRF chainable to RCE and a Kestra OSS
command-injection flaw under active exploitation.

IMPROVED — Government Funding/Continuity: House passed a continuing resolution (370-
48) 1 Sep funding the government through 11 Dec, averting a shutdown ahead of the midterm
elections.

NEW — EO 14420 Bulk-Power Threat Assessment: MAGNET S2 260831-2200Z incorporated:
foreign state-linked (China/Russia) threats to U.S. bulk-power equipment; MAGCON impact
assessed as no change; DOE implementing rules due ~24 Dec 2026 is the standing collection
priority.

NO CHANGE — Delaney Hall, Section 702/FISA, America 250: No material change since the

260830-1800Z baseline.

DELTA SUMMARY — CHANGES FROM LAST REPORT (260830-18002)

TOPIC

Strait of Hormuz / Iran War — Status

Bab el-Mandeb / Red Sea

Israel-Lebanon

CISA KEV Catalog

A/l Collective / SDGT Follow-On

EO 14420 Bulk-Power Threat (New Intel Report)

DELTA FROM 260830-1800Z / STATUS

PAUSED, NOT RESOLVED (kinetic escalation) —
U.S. resumed airstrikes 1 Sep; Iran struck 13 vessels
in August incl. MT Sidr (2 killed, 1 Sep). Iran-Oman
safe-corridor deal said “days away” 7 Sep, not yet
signed.

NO CHANGE — Holds at CRITICAL following the 12
Aug Tihamabh strike; no new incident identified this
window.

WORSENING — IDF took Ali al-Taher Ridge,
widened strikes into western Bekaa (first since June);
casualties reported daily 4—6 Sep.

WORSENING — 10 new CVEs across three batches
(31 Aug, 2 Sep, 4 Sep), incl. SonicWall SMA1000
SSRF (CVSS 10.0, chainable to RCE) and actively-
exploited Kestra OSS command injection.

RESOLVED — A/l Collective announced full,
permanent shutdown 6 Sep, 11 days after the 26 Aug
SDGT designation; banking suspended 1 Sep,
Noblogs compromised/defaced.

NEW — MAGNET S2 260831-2200Z incorporated:
foreign state-linked (China Volt Typhoon, Russia
Sandworm/APT44) threats to U.S. bulk-power
equipment; DOE implementing rules due ~24 Dec
2026.



Government Funding / Continuity

PJM Grid Reliability

Delaney Hall

Section 702 / FISA

America 250

NO CHANGE

IMPROVED — CR passed 1 Sep (370-48), funds
government through 11 Dec; shutdown risk removed
ahead of midterms.

NO CHANGE (transient) — Hot-weather Max
Generation/Load Management alerts and a DOE
202(c) order were active 1-8 Sep; no customer-facing
curtailment reported; assessed as weather-driven, not
structural.

NO CHANGE — No new incident this window.

NO CHANGE — No new legislative action this
window.

NO CHANGE — No reinstatement trigger identified,;
still pending operator direction.

e NO CHANGE — Section 702 / FISA: No new legislative action this window; surveillance
continues under RISAA's post-sunset provisions per prior reporting.

e NO CHANGE — America 250: No reinstatement trigger identified; still pending operator direction.

e NO CHANGE — Delaney Hall: No new incident this window; ICE facility oversight and litigation
tracks continue without new developments.

e NO CHANGE — Bab el-Mandeb / Red Sea: Holds at CRITICAL following the 12 Aug Tihamah
strike; no new incident identified this window.

e NO CHANGE — Panama Canal: Remains ROUTINE; normal operations.

SECTOR THREAT LEVELS

SECTOR LEVEL

Terrorism / Extremism ELEVATED

Cyber / Infrastructure ELEVATED

Energy / Economic

NOTES

Follow-on to the 26 Aug SDGT designation of A/l Collective: the
group's full shutdown (6 Sep) closes this specific thread, but the
standing pattern of material-support actions against

decentralized-movement digital infrastructure providers persists.

10 new CISA KEV entries this cycle (31 Aug, 2 Sep, 4 Sep)
including a maximum-severity (CVSS 10.0) SonicWall SMA1000
SSRF and an actively-exploited Kestra OSS command-injection
flaw; EO 14420 bulk-power threat report incorporated.

Hormuz kinetic escalation (U.S. airstrikes 1 Sep, 13 vessels
struck in August, 2 seafarers killed) offsets Iran-Oman corridor-
talk movement; Bab el-Mandeb remains CRITICAL.



Civil Unrest

Transportation / Mass
Gatherings

Public Health /
Environmental

Border / Inmigration

Domestic Political /
Continuity

Grid / Utilities

ELEVATED

ELEVATED

ELEVATED

HEIGHTENE

HEIGHTENE

ELEVATED

GLOBAL CHOKEPOINT WATCH

A/l Collective shutdown reinforces standing coverage of
decentralized-movement network disruption; no new MAGCON-
level trigger identified this cycle.

Hormuz/Lebanon chokepoint and conflict risk remains elevated
for maritime and regional transit; GSX 2026 (Atlanta, 14—16 Sep)
is a non-threat industry watch item next cycle.

Carried forward at prior assessment; no fresh reporting collected
this cycle pending next OSINT sweep.

Delaney Hall oversight and litigation tracks continue with no new
incident this cycle; carried forward at prior assessment.

Government shutdown risk removed via CR through 11 Dec, a
stabilizing factor; baseline elevated political-violence trend
persists nationally.

PJM hot-weather Max Generation alerts and a DOE 202(c)
emergency order were active 1-8 Sep (weather-driven, not
structural); EO 14420 bulk-power equipment threat report
incorporated as a standing collection priority.

CHOKEPOINT

Strait of Hormuz

Bab el-Mandeb / Red
Sea

Panama Canal

Strait of Malacca

KEY INCIDENTS

STATUS

ROUTINE

ELEVATED

ASSESSMENT

U.S. forces resumed airstrikes on Iranian targets 1 Sep; Iran
struck 13 commercial vessels in August, most recently the tanker
MT Sidr (1 Sep, 2 seafarers killed). Iran states an Oman-
brokered temporary safe-corridor deal is “days away” (7 Sep) but
not signed. TREAT AS STABLE, PAUSED, NOT RESOLVED —
never improving while attacks on commercial shipping continue.

Holds at CRITICAL following the 12 Aug Houthi missile strike on
the Tihamah near Perim Island (6 killed). No new incident
identified this window; treat as active lethal risk, not de-
escalation.

Stable. Normal operations; no reporting of disruption this cycle.

No new significant reporting this cycle; carried forward pending
fresh OSINT sweep next cycle.




STRAIT OF HORMUZ — U.S. RESUMES AIRSTRIKES, TANKER WAR INTENSIFIES (1-6
SEPTEMBER)

U.S. Central Command announced on 1 Sep that U.S. forces struck a number of Iranian targets along the
Strait of Hormuz, including two unidentified vessels, resuming an aerial campaign after a period of relative
pause. Iran struck at least 13 commercial vessels in August, the most recent a Monday attack on the
crude oil tanker MT Sidr (IMO: 9854715), which left two seafarers dead. Iranian parliamentary spokesman
Hassan Ghashghavi characterized the ongoing exchange as “an existential war with America,” rejecting
the legitimacy of the U.S. naval blockade. Treasury Secretary Scott Bessent has touted daily oil
throughput figures (10-17 million barrels), but maritime analysts caution that transit data lags roughly a
week because many vessels switch off AlIS for the passage, and appetite for the transit risk could fall
sharply if further seafarer deaths or vessel losses occur. Separately, on 7 Sep Iran's Foreign Ministry
spokesman said a deal with Oman on a temporary safe shipping route through the strait is in its final
stages and “days away.” Per standing MAGNET S2 convention, and consistent with the kinetic activity
above, the strait is assessed as STABLE — PAUSED, NOT RESOLVED; diplomatic movement on a
safe-corridor MOU does not equate to a reduction in operational risk to commercial shipping while U.S.-
Iran strikes continue.

ISRAEL-LEBANON — IDF TAKES ALI AL-TAHER RIDGE, WIDENS STRIKES INTO
WESTERN BEKAA

The Israeli military announced it had cleared Hezbollah fighters from the strategic Ali al-Taher Ridge, then
launched an overnight bombing campaign outside its declared security zone on 5 Sep that killed five
people and wounded 24 across five locations in southern Lebanon and, for the first time since June, in
the western Bekaa. Strikes continued through the weekend: four killed and 20 wounded in Nabatieh, Arab
Salim, Nabatieh al-Fawqa, and Kfar Reman on 6 Sep, with the IDF citing retaliation for an attempted
Hezbollah drone strike on its soldiers in the occupied buffer zone. A separate 4 Sep strike on Kfar Reman
killed three and injured at least 23. Despite the U.S.-brokered June ceasefire, Israeli forces continue to
operate inside a self-declared southern Lebanon security zone, and the pace of strikes and casualties
has intensified materially since the 260830-1800Z baseline.

A/l COLLECTIVE — FULL SHUTDOWN FOLLOWING SDGT DESIGNATION

Follow-on to MAGNET S2 260828-0400Z: the Italian digital-infrastructure collective Autistici/Inventati
(A1), designated a Specially Designated Global Terrorist entity by OFAC on 26 Aug, announced on 6 Sep
that it would permanently shut down all services — 11 days after designation. Banca Etica suspended
A/l's bank account on 1 Sep as a precaution against secondary sanctioning; A/l's Noblogs blogging
platform was separately compromised and defaced after an attacker exploited a software vulnerability to
gain privileged access. A/l stated that continuing to provide services had become incompatible with
protecting its users given the sanction's effect on international banking, domain, and financial-system
access. Decentralized-movement and anarchist-adjacent online communities are actively discussing
migration to alternative infrastructure providers; MAGNET S2 will monitor for signs the SDGT-designation
approach is applied to additional providers (see Emerging Indicators).

NEW INTELLIGENCE REPORT — EO 14420 BULK-POWER THREAT ASSESSMENT

MAGNET S2 published a standalone intelligence report (DTG 260831-2200Z) assessing the open-source
record underlying Executive Order 14420, signed 26 Aug, which declared a national emergency over
foreign-produced bulk-power system equipment. The report finds the order formalizes a multi-year,
previously documented policy concern (Volt Typhoon utility-level OT access, undocumented
communications hardware in some Chinese-made inverters, and a Russian Sandworm/APT44 campaign
against Western energy-sector edge devices) rather than responding to a new incident; no open-source
reporting reviewed documents a confirmed compromise of U.S. bulk-transmission grid control systems by
any foreign actor to date. DOE implementing rules are due by ~24 Dec 2026 and are the actionable
trigger for procurement decisions. Full report at magnethf.com/260831-2200z.

GOVERNMENT FUNDING — SHUTDOWN AVERTED AHEAD OF MIDTERMS



The House passed a continuing resolution 370-48 on 1 Sep funding the federal government through 11
Dec, clearing the Senate and heading to the President's desk. The measure removes shutdown risk
ahead of the 30 Sep fiscal-year-end deadline and the November midterm elections, and includes
provisions temporarily blocking a proposed OMB rule subjecting federal grant funding to political-
appointee review and restricting fund transfers to Border Patrol from other programs.

CYBER /INFRASTRUCTURE KEV BULLETIN

CVE

CVE-2026-81578

CVE-2026-82078

CVE-2026-9586

CVE-2026-48710

CVE-2026-49869

CVE-2026-59822

CVE-2026-82329

CVE-2026-83548

CVE-2026-83549

CVE-2026-85046

VULNERABILITY

PaperCut NG/MF Missing
Authentication for Critical
Function

PaperCut NG/MF Unsafe
Reflection Vulnerability

Sangoma Switchvox SQL
Injection

Kludex Starlette HTTP
Request/Response
Smuggling

Kestra OSS OS Command
Injection

BerriAl LiteLLM Improper
Authentication

JFrog Artifactory Improper
Authentication

SonicWall SMA1000 Server-
Side Request Forgery

SonicWall SMA1000 OS
Command Injection

Google Chromium V8 Type
Confusion

SEVERITY NOTES

Added 31 Aug. Missing auth on critical
function; chainable with CVE-2026-
82078. CISA due 14 Sep.

Added 31 Aug. Chainable with the
missing-auth flaw above. CISA due 14
Sep.

Added 2 Sep. Apply vendor patch
immediately.

Added 2 Sep. Apply vendor patch
immediately.

Added 2 Sep. Actively exploited per
Microsoft — reverse shell, Docker
environment discovery, cryptominer
deployment, and workflow-task data
harvesting observed. Patch immediately.

Added 2 Sep. Apply vendor patch
immediately.

Added 2 Sep. Apply vendor patch
immediately.

Added 2 Sep. CVSS 10.0, pre-
authentication SSRF; chainable with
CVE-2026-83549 for unauthenticated
RCE. CISA due date already passed (5
Sep) — patch immediately.

Added 2 Sep. Post-auth command
injection; chains with the SSRF above for
full remote code execution. Patch
immediately.

Added 4 Sep. Affects Chromium-based
browsers (Chrome, Edge, Opera).



- Update immediately.

EMERGING INDICATORS

¢ WATCH — Hormuz Corridor Finalization: Whether the Iran-Oman temporary safe-corridor
deal, described 7 Sep as “days away,” is formally signed and implemented, and whether it affects
the kinetic tempo of U.S.-Iran strikes.

e WATCH — Hormuz Casualty/Escalation Trajectory: Whether further seafarer deaths or vessel
losses in the tanker war reduce shipping-industry risk appetite for transit, per maritime-analyst
commentary this cycle.

e WATCH — Israel-Lebanon Ridge Dispute: Whether the widened strikes into the western Bekaa
represent a durable expansion of the conflict zone or a temporary retaliatory episode.

e WATCH — SDGT Designation Precedent: Whether additional decentralized-movement digital-
infrastructure providers face similar SDGT-style designations following the A/l Collective
precedent and shutdown.

e WATCH — EO 14420 DOE Rulemaking: Track DOE's implementing regulations, due ~24 Dec
2026, as the first point at which specific vendors/products may be named as Covered Foreign
Entities.

¢ WATCH — wp2shell Re-Verification: Continue periodic confirmation that magnethf.com's
WordPress Core patch level (7.1) remains post-dating fixed releases 6.9.5/7.0.2.

e WATCH — America 250 Reinstatement: Operator direction still pending on watch-item
reinstatement; no new triggering activity identified this cycle.

e WATCH — GSX 2026: Atlanta, 14—16 Sep — major physical-security industry gathering; non-
threat watch item, noted for situational awareness only.

VERIFIED STATUS

v CONFIRMED U.S. resumed airstrikes on Iranian targets near the Strait of Hormuz (1 Sep). (USNI
News, CENTCOM social media — 4 Sep 2026)

v CONFIRMED Tanker MT Sidr struck, two seafarers killed (1 Sep). (USNI News citing Iranian strikes on
13 vessels in August — 4 Sep 2026)

v CONFIRMED Israeli control of Ali al-Taher Ridge and widened strikes into western Bekaa (4-6 Sep).
(The National, Al Jazeera, Reuters/US News — 4—6 Sep 2026)

v CONFIRMED A/l Collective full, permanent shutdown of services (6 Sep). (A/l's own statement, cited
by Wikipedia and anarchist-media aggregators — 6 Sep 2026)

v CONFIRMED House passage of continuing resolution funding government through 11 Dec (1 Sep).
(CNN, Nextgov/FCW — 1 Sep 2026)

v CONFIRMED PJM DOE 202(c) emergency order and hot-weather Max Generation alerts (1-3 Sep,
effective through 8 Sep). (PJM Inside Lines official updates — 1-2 Sep 2026)

v CONFIRMED CISA KEV additions, 31 Aug / 2 Sep / 4 Sep batches (10 CVEs total). (CISA.gov official
KEV catalog alerts)

X NOT CONFIRMED Whether the 7 Sep Iran-Oman “days away” safe-corridor statement will be formally
signed and implemented. (Bloomberg reports negotiations in “final stages”; not yet executed as of DTG.)



X NOT CONFIRMED Independent, non-Iranian attribution for the full pattern of August tanker attacks
beyond IRGC/Iranian claims and U.S. characterizations. (Reporting relies primarily on Iranian, U.S., and
industry (Windward MIOC) sources; no third-party forensic attribution reviewed this cycle.)

OPERATOR GUIDANCE

Maritime / Shipping:

e Continue avoiding Strait of Hormuz transit without current TRANSCOM/JMIC guidance; do not
treat the 7 Sep Iran-Oman corridor statement as reducing operational risk — U.S. airstrikes and
Iranian vessel attacks continued through the reporting window.

Cyber:

e Patch SonicWall SMA1000 appliances immediately — CVE-2026-83548 (CVSS 10.0) is
chainable with CVE-2026-83549 for unauthenticated remote code execution; CISA's federal
remediation deadline has already passed.

e Patch Kestra OSS immediately — CVE-2026-49869 is under active exploitation for reverse
shells, container discovery, and cryptomining per Microsoft reporting.

e Patch PaperCut NG/MF and update all Chromium-based browsers (Chrome, Edge, Opera)
against CVE-2026-85046.

e Continue periodic re-verification of magnethf.com's WordPress Core version against the wp2shell
CVEs.
Diplomatic Tracking:

e Monitor the Iran-Oman safe-corridor negotiation for signature/implementation as the key indicator
for any Hormuz status-language change next cycle.

e Treat the western Bekaa strikes as the key indicator for whether the Israel-Lebanon conflict zone
is durably expanding beyond the prior security-zone boundary.

General:
e Provide direction on America 250 watch-item reinstatement — still pending operator call as of this
cycle.

e No change to standing guidance for Delaney Hall or Section 702 at this time.

e Track DOE's EO 14420 rulemaking (due ~24 Dec 2026) as a standing S2 collection priority for
stations supporting utility, cooperative, or municipal power infrastructure.

e Report cyber incidents to cisa.gov or IC3.gov; Cl Fortify guidance at cisa.gov.

SOURCE LIST

All sources open-source. Admiralty rating: letter = reliability, number = confidence (e.g. A1 = fully reliable,
confirmed).
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FLMSG / TERMINAL BULLETIN

BEG FLMSG DE MAGNET S2 / DTG 260906-1800Z SUBJ: WEEKLY OSINT SNAPSHOT //

UNCLASSIFIED // OSINT PERIOD: 30 AUG-6 SEP 2026 // MAGCON: L3 ELEVATED (HORMUZ PAUSED,
NOT RESOLVED) PRIORITY ITEMS: 1. HORMUZ: US RESUMED AIRSTRIKES ON IRANIAN TARGETS 1
SEP; IRAN STRUCK 13 VESSELS IN AUG INCL MT SIDR TANKER (2 KILLED, 1 SEP). IRAN-OMAN
SAFE CORRIDOR DEAL SAID DAYS AWAY 7 SEP, NOT YET SIGNED. 2. ISRAEL-LEBANON WORSENING:
IDF TOOK ALI AL-TAHER RIDGE, WIDENED STRIKES INTO W BEKAA (FIRST SINCE JUN); DAILY
CASUALTIES 4-6 SEP. 3. A/I COLLECTIVE: FULL SHUTDOWN 6 SEP, 11 DAYS AFTER SDGT
DESIGNATION - BANKING CUT, NOBLOGS DEFACED. 4. CISA KEV: 10 NEW CVES 31 AUG-6 SEP INCL
SONICWALL SMA1000 SSRF (CVSS 10.0) CHAINABLE TO RCE, KESTRA 0SS UNDER ACTIVE
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